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Focusing exclusively on Internet worms, this book offers you solid worm detection and mitigation strategies
for your work in the field. This ground-breaking volume enables you to put rising worm trends into
perspective with practical information in detection and defence techniques utilizing data from live networks,
real IP addresses and commercial tools. It helps you understand the classifications and groupings of worms,
and offers a deeper understanding of how they threaten network and system security. After examining how a
worm is constructed and how its major life cycle steps are implemented, the book scrutinizes targets that
worms have attacked over the years and the likely targets of the immediate future. Moreover, this reference
explains how to detect worms using a variety of mechanisms and evaluates the strengths and weaknesses of
three approaches - traffic analysis, honeypots and dark network monitors, and signature analysis. The book
concludes with a discussion of four effective defences against network worms, including host-based
defences, network firewalls and filters, application layer proxies, and a direct attack on the worm network
itself.
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From reader reviews:

Theresa Pepper:

Have you spare time for a day? What do you do when you have far more or little spare time? That's why, you
can choose the suitable activity intended for spend your time. Any person spent their spare time to take a
wander, shopping, or went to the actual Mall. How about open as well as read a book eligible Defense and
Detection Strategies Against Internet Worms (Artech House Computer Security Series)? Maybe it is to be
best activity for you. You understand beside you can spend your time with the favorite's book, you can wiser
than before. Do you agree with its opinion or you have various other opinion?

Leif Etter:

The book Defense and Detection Strategies Against Internet Worms (Artech House Computer Security
Series) make you feel enjoy for your spare time. You should use to make your capable a lot more increase.
Book can to be your best friend when you getting tension or having big problem along with your subject. If
you can make examining a book Defense and Detection Strategies Against Internet Worms (Artech House
Computer Security Series) to be your habit, you can get considerably more advantages, like add your own
capable, increase your knowledge about many or all subjects. You could know everything if you like open
and read a book Defense and Detection Strategies Against Internet Worms (Artech House Computer Security
Series). Kinds of book are a lot of. It means that, science book or encyclopedia or others. So , how do you
think about this publication?

Kathryn Granger:

Reading a book to be new life style in this 12 months; every people loves to read a book. When you go
through a book you can get a wide range of benefit. When you read guides, you can improve your
knowledge, because book has a lot of information on it. The information that you will get depend on what
forms of book that you have read. If you wish to get information about your review, you can read education
books, but if you act like you want to entertain yourself you can read a fiction books, these kinds of us novel,
comics, along with soon. The Defense and Detection Strategies Against Internet Worms (Artech House
Computer Security Series) provide you with new experience in looking at a book.

Jeremy Quick:

In this era which is the greater person or who has ability to do something more are more special than other.
Do you want to become one among it? It is just simple method to have that. What you need to do is just
spending your time not much but quite enough to experience a look at some books. On the list of books in
the top list in your reading list is definitely Defense and Detection Strategies Against Internet Worms
(Artech House Computer Security Series). This book which can be qualified as The Hungry Hills can get
you closer in turning into precious person. By looking right up and review this publication you can get many
advantages.
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